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Bcem npuBeT, cerogHs s1 xody pacckasatb Kak s Hanucan He 6onbLUyi NporpaMMy, KoTopasi TeCTUpyeT Beb pecypchbl Ha pasnnyHble BEKTOPbI
aTak, a Tak ke cobupaeT pasHoro paga nHcgopmauuto o Beb pecypcax.

OpfHa u3 HeoObIYHbIX PYHKLMIA, 3TO COOP CO BCEro MHTEPHETa CanTOB MO HALUMM KIoYeBbIM crioBaM( MOAXOASALLEN Nog 3TU CrioBa TEMaTUKON)
4N NpoBeaAeHus JanbHenwmnx atak. bpytdopc cobpaHHbIX TapreTos, c6op NoYT, 4OC, SKCAAOUT nak, Beb ckaHep, 1 roToBble PULLNHIOBLIE
nncema. Ho K 3aTOMy Mbl BEPHEMCS YyTh MO3XE.

Becb ko HanncaH Ha java. [laHHas cTatbs ckopee 6onblie NOXOAMT He Kak TyTopuan ans HOBUYKOB, @ Kak pacckas O CBOEM OMbiTe
HanncaHust NogoOHLIX NporpaMm, U NoAPoBHOEe onNMcaHMe YTO JaHHasa nNporpammMa MoxeTt Aenatb. OCHOBHOM naeen co3gaHusi AaHHOro
npoekTta 6bino - aepxaTb
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| { Database work 3

NMpoeepuTte G6a3yCurl) Ha sanug

21 Co3pgaTe HoOoByw 6Gasy(napcuHr)
S| CopTupoBaTb 6a3y Ha CVE(BbiGopka < nmap)
C43 Y6paTe BCce aAy6inmkaTtsel € 6a3bi
HaquM C He6OJ'|bLL|0r0 0630pa LlTO yMGeT lulaHHaﬂ Csa CozpaTte HoByw 6Ga3zy(google dork + kno4yesBbie cnoeBa)
Ccel CozpgaTte G6a3y(parse) m3 roroeomn 6assbi
nporpa“mwa: C71 CopTupoeaTb 6a3y no knwouyesbM(KOHKpeTHbM) CVE |1 Cnyx6b/Bepcun

cCa1 MNepeson URL -> IP/IP+PORT
[9]0 - O6bepeHuTb daunsl B oamH oGuwwmin
[1©9] - lMNpoBepmTb KAKOM ABMXOK Yy CAMTOB

{ WEB attack 3

Exploit pack
E1L2Z7] JNlerkmin Bruteforce SSH
131 JNlerkass DDOS aTvTaxka (L4/L7)D
Ci4] ¥3HaTte IP camta B o6xoan WAF
| B B | Jlerkas npoeepka 6a3sbl SQL-Injection
[ie] Jlerkas npoeepka 6a3sbi XSS-Injection
Ciz] Jlerkas npoeepka 6a3sbi XXE-Injection
Ccig] Jlerkas npoeepka 6a3sl SSTI-Injection
Cie] Jlerkass npoeepka 6a3sbl CSRF-Injection
[2e] Full Web Scanner(SQLi, XSS, XXE, SSTI, CSRFD
Cza] NMpoesepka 6a3bl CAMTOB HAaA CKPbLIThie AupeKTopun
2273 Jlerkass npoBepkKa OTKPbLIThIX MOpTOB
23] Jlerkas nposBepka canmToe Ha LFI(nokanbHoOe 4yTeHue
247 Jlerkas npoeepka camtToB Ha Command-Injection
2571 JS-UNHbexkumsa danmnoe Ha cepeepe(FTP/SSHD
Cz2e] Saxkpennenune PHP wenna Ha cepeBepe
[27] - NMannayas ans ysi3BuMOCTuM 3arpy3ku danmnosC.phpd

{ Phish attack 3
[28] - MapcuHr camToB HA MO4YTh
[29] - TlMpumepsb GUULMHIOBBLIX MUCEM C BJIOXEeHUeM
[3©] - lMpumepsb NMucem c oTuyeTomMm o WEB attack
[31] - CocTaeBuTtb kKpacusoe HTML nucbmMo
{ Root work ¥
I
I [32] - >DOkcTpeHHOEe BbIKJIYeHME MNpmu oTCcyTcBuM dnewkmn
| [33] - 3Banyck kacTtTomHoro Kitrix-java knacca(source)
I_ - [34] - O6édyckauumsi java ucxogHukoB(source)d
I
I
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BeBegute umcno [@-Bmixoal]: .




Ectb 3 Buga ytunut: Database work, WEB attack, Phish attack

- MpoBepuTb Gaszy(url) Ha Banug,
TyT BCce NpocTo, NnepegaemM Ha BXo[, CNMCOK CanToB(site.com), 1 NporpaMmMbl BO3BpaLLlaeT CMCOK CanToB KOTOPbIE BO3BPaLLatoT KOf
otBeta 200, v rae He cTouT haepBor.

- Co3gatb HoBYO HGa3y(napcuHr)

- Co3gatb HoByto 6asy(google dork + kntoyeBble cnoea)

TyT Mbl Byaem napcutb url cCanToB, NO HALWIMM KMOYeBbIM CroBaM. Ha 3aTom nyHKTe OCTaHOBMMCH MO NogpobHee, 1 Ha CKPMHAX NMOKaxy
YTO KyAa TbikaTb, M BCe OCTanbHble PyHKUUM paboTatoT no aHanormn. OTBeYy cpasy Ha BOMPOC, 3a4eM eCnv eCTb LWoAaH, KOTOPbIN cpasy
AaeT canTbl C OTKPbITLIMW MOpTamMu, CRy>x6amm 1 X BEPCUAMU - LLIOAAH BblAAET YA3BUMbIE CEPBUCHI, HO HE OnpeaeneHHO TONbKO CanThbl,
MOXHO KOHEYHO Xe yKasaTb B napamMeTp nomcka 4to 6bl 6bin oTkpbIT nopT 8080/80, HO TEMATKKY TakMx CanTOB yKa3aTb K COXarleHuo He
nonyyYnTbcA. Hawa e nporpamMmma ¢ Havano UeT NoaxoasLme canTbl, U yxe NOTOM MacCOBO MPOBEPSIET MX HA BCE BO3MOXHbIE
ysI3BMMOCTW.



[lonycTm Hac MHTEPECYIOT CalTbl Ha TEMAaTUKY NMOKYMKM UIPOBbIX aKKayHTOB MW e akkayHTOB coL ceTel. [1ns 3Toro mbl
cosfnaem 2 caina: B neBpoM Mbl 40OGaBUM KMOYeBbIE CNoBa TakMe Kak KynuTb, MpuobpecTu, Wor, MapkeT U T4. A BO BTOPOM Mbl
AoGaBuM Takue CrioBa kak Tenerpam, MHcTarpam, TBUTep, KC2, BarnopaHT 1 14. O6patute BHUMaHWe, YTo Ans npumepa s
Hanucan Kno4YeBble CrioBa Ans rnovcka pycckummn byksamu, Ans peanbHOro Noucka oHM A0MKHbI ObiTb aHMIMMNCKUMU(OTCENTD
pYy), @ TaK e npu cTapTe NapcuHra pekomeHayeTcs 406aBUTbL NPOKCU(Yepes HACTPOMKN CETU UK NpoKcudaep) Unm nepeknHyTb

BeCb Tpa(bI/IK yepes3 TOpP. 3TO yny4dwnT NOUCKOBYHO BblAayvy U OTCEUT Py U CHr!

Cam anropuTm co3gaHus 6asbl kntodern u3 2 6as crnoB BbIMMAANUT Tak(Ana npumepa Ha TemaTuke KpuUnTbl NpuBen npumep):

1 KynuTb

2 mapker

167K

3 Bupxa

2 ocar \

4 p2p

5 oHNnavH obMeHHUK

11
12
13
21
22
23
31
32
33
41
42
43
51
52
53

15

30

— 450



Tak e Mbl roOBOPMM XOTUM JTN Mbl CO30aTb TOJIbKO 6a3y KITHoMen, Nnu xe Ccpasy I'IpOl7ITVICb no Hen n cosgaTtb 6a3y CanToB:

[4]
[s]
(6]
[7]
(8l

Y6paTb BCe aybnukaTtel ¢ 6as3bl

Co3pnaTb HoBykw 6a3y(google dork + Knwuyesble cnosa)

Co3paTb 6a3y(parse) u3 roToBoil 6a3bl

3anyck KacTtoMHoro Kitrix-java-wsidCca(source)
CoprupoBaTb_f2sy=110 KnwyesbiM (KOHKpeTHbIM) CVE || Cnyx6bli/Bepcum

3anucbiBaTb HOBYW 6a3y(mapcuHr) u nposepuTb ee[Y]
TonbKo co3gaTbh HoByw 6a3y(napcuur)[N]

BbIOMpaeM 2 v xMeM enter

BbiOMpaem Y

MoTom BBOAMM MYTU A0 HALLMX PANNOB C KITHOYEBLIMU CITOBAMMU:



[3] - CopTupoBaTb 6a3y Ha CVE peﬂ.blﬂ, %@

[4] Y6paTb BCce Ay6nukaThl C¢ 6a3bl

[S] - CospmaTb HoByw 6a3y(google dork + Knwyesble cnosa)

[6] Co3paTb 6a3y(parse) u3 rotoBoi 6a3bl

[7] 3anyck KactoMHoro Kitrix-java knacca(source)

[8] - CopTupoBaTb 6a3y no KnwuesbiM(KOHKpeTHbM) CVE |1 Cnyx6bl/Bepcuu
3anucbiBaTb HOBYW 6a3y(napcudr) u nposeputb eelY]

Tonbko co3paTb HOBYW 6a3y(napcuur)[N]

Oaun Knoueswie cnosa (1) : BBOAYM sapaHee cosgaHoro 1 1 2 daiina c KaYaMK1

Oaun knwyesble cnosa(2):

M nyTb Kyaa 3anuiieTcsl OTCOPTUPOBaHHas U He OTCOPTUPOBaHHas 6a3a:

Oaun Kyna 3anuuetcs Hosas HE 0TcOpTMpOBaHHaA 6a3a:

o e MYTH /40 SEPEHEE COSAAKKLX TEKCTORED aflaos SRS COPT 1 HecopT Bast

Oaun Kkypa 3anuuetcq Hosas O0TCOPTUPOBAHHAR 6a3a:

L/MVURYFCAID/ 9
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I'IpM co3gaHum 6asbl KMyen, Mbl MOXXEM BOCMNOSb30BaTbCS BCTpOGHHOﬁ (byHKLl,Vleﬁ nobaeneHus ryrn AOpKoB, 4ONYCTUM yKa3aTb YTO HaMm
HY>XHbl BCE BOpAnpec canTbl, B KOTOPbIX €CTb Ha rnaBHoOm CTpaHuue Halliu Knr4esble CrioBa. U Takum ntorom Y HacC Nony4vYnTbCA basa
LonoB Ha BOpA4 npecc, 3aToOMeHHbIX Ha akKkayHTax cou ceten n aKKayHTOB Urp.

Mocne c6opa TapreToB, Mbl MOXEM 3akKMHYTb UX B nmap C njiarmHoOM vulners - Tak NpPoOCTO y,qo6Hee, K CNUCKY NopTOB, CepBnCcOB N NUX
Bepcw7|, [06aBnATCA eLLe U CNCKN SKCMIIONTOB KOTOpPbIE€ SKCMJTOTUPYIOT TY UIMN NHYIO YA3BUMOCTbD.

nick@nick-desktop: ~

®ann Mpaeka Bug Mounck TepmuHan Cnpaeka

" -desktop:~$ nmap -ilL /home/. ' '/3arpy3sku/good-bd.txt -oN /home/: * "./3arpyskufllcve-no-check.txt -sV --script vulners

T

BEOAMNM B TEPMUHEA 5Ty KoMaKAY(C MyTSMU K HawwM dalinanm) u sxxmMeM enter




[anee MOXHO NO METAacnoNTy HANTN NOAXOASALLNIA SKCMOUT, U NPOBOBaTb PACKPYTUTL YS3BUMOCTb:

Not shown: 997 filtered ports

PORT STATE SERVICE VERSION
22/tcp open ssh OpenSSH 8.2p1 Ubuntu 4ubuntu@.11 (Ubuntu Linux; protocol 2.0)
vulners:

cpe:/a:openbsd:openssh:8.2pl:
PRION:CVE-2020-15778 6.8 https://vulners.com/prion/PRION: CVE-2020-15778
CVE-2020-15778 6.8 https://vulners.com/cve/CVE-2020-15778
C94132FD-1FA5-5342-B6EE-ODAF45EEFFE3 6.8 https://vulners.com/githubexploit/C94132FD-1FA5-5342-B6EE-ODAF4A5EEFFE3 *EXPLOIT*
10213DBE-F683-58BB-B6D3-353173626207 6.8 https://vulners.com/githubexploit/10213DBE-F683-58BB-B6D3-353173626207 *EXPLOIT*
PRION:CVE-2020-12062 5.0 https://vulners.com/prion/PRION: CVE-2020-12062
CVE-2020-12062 5.0 https://vulners.com/cve/CVE-2020-12062
PRION:CVE-2021-28041 4.6 https://vulners.com/prion/PRION:
CVE-2021-28041 4.6 https://vulners.com/cve/CVE-2021-28041
PRION:CVE-2021-41617 4.4 https://vulners.com/prion/PRION:
CVE-2021-41617 4.4 https://vulners.com/cve/CVE-2021-41617
PRION:CVE-2020-14145 4.3 https://vulners.com/prion/PRION:
PRION:CVE-2016-20012 4.3 https://vulners.com/prion/PRION:
CVE-2020-14145 4.3 https://vulners.com/cve/CVE-2020-14145
CVE-2016-20012 4.3 https://vulners.com/cve/CVE-2016-20012
PRION:CVE-2021-36368 2.6 https://vulners.com/prion/PRION:
- CVE-2021-36368 2.6 https://vulners.com/cve/CVE-2021-36368
80/tcp open http Apache httpd 2.4.41
RpECTETZ B 4L (0punt

_http-server-header: o u)

CVE-2021-28041
CVE-2021-41617

CVE-2020-14145
CVE-2016-20012

CVE-2021-36368

7.5 https://vulners.com/osv/0SV:BIT-APACHE-2023-25690
0SV:BIT-APACHE-2022-31813 15 https://vulners.com/osv/0SV:BIT-APACHE-2022-31813
0SV:BIT-APACHE-2022-23943 75 https://vulners.com/osv/0SV:BIT-APACHE-2022-23943
0SV:BIT-APACHE-2022-22720 1.5 https://vulners.com/osv/0SV:BIT-APACHE-2022-22720
0SV:BIT-APACHE-2021-44790 755 https://vulners.com/osv/0SV:BIT-APACHE-2021-44790
0SV:BIT-APACHE-2021-42013 75 https://vulners.com/osv/0SV:BIT-APACHE-2021-42013
0SV:BIT-APACHE-2021-41773 7.5 https://vulners.com/osv/0SV:BIT-APACHE-2021-41773
0SV:BIT-APACHE-2021-39275 7-5 https://vulners.com/osv/0SV:BIT-APACHE-2021-39275
0SV:BIT-APACHE-2021-26691 7.5 https://vulners.com/osv/0SV:BIT-APACHE-2021-26691
0SV:BIT-APACHE-2020-11984 7.5 https://vulners.com/osv/0SV:BIT-APACHE-2020-11984
MSF: EXPLOIT-MULTI-HTTP-APACHE_NORMALIZE_PATH_RCE- 75 https://vulners.com/metasploit/MSF:EXPLOIT-MULTI-HTTP-APACHE_NORMALIZE_PATH_RCE-
*EXPLOITx*
| MSF: AUXILIARY-SCANNER-HTTP—APACHE_NORMALIZE_PATH- 7.5 https://vulners.com/metasploit/MSF:AUXILIARY-SCANNER-HTTP-APACHE_NORMALIZE_PATH-
*EXPLOITx*

| FO9COCD4B-3B60-5720-AE7A-7CC31DB839C5

cpe: /a: apache:http_server:2 A
PACKETSTORM: 176334 .
PACKETSTORM: 171631 7
0SV:BIT-APACHE-2023-25690

https://vulners.
https://vulners.com/p

/o5

https://vulners.com/githubexploit/F9COCD4B-3B60-5720-AE7A-7CC31DB839C5 *EXPLOIT*

acketstorm/PACKETSTORM: 176334
etstorm/PACKETSTORM: 171631

*EXPLOIT*
*EXPLOIT*



143/tcp

open ssl/http Apache httpd 2.4.41 ((Ubuntu))

| _http—server—header: APICHE/ZTaTZT (ODUNTU)

msft6

PACKETSTORM: 176334 : *EXPLOIT*
PACKETSTORM:171631 7.5 : *EXPLOIT*
OSV:BIT-APACHE-2023-25690 7.
OSV:BIT-APACHE-2022-31813
OSV:BIT-APACHE-2022-23943
OSV:BIT-APACHE-2022-22720
OSV:BIT—-APACHE-2021-44790
OSV:BIT-APACHE-2021-42013
OSV:BIT—-APACHE-2021-41773
OSV:BIT-APACHE-2021-39275

v

https://vulners.com/osv/0SV:BIT-APACHE-2022-22720

https://vulners.com/osv/0SV:BIT-APACHE-2021-44790

https://vulners.com/osv/0SV:BIT-APACHE-2021-42013

https://vulners.com/osv/0SV:BIT-APACHE-2021-41773

https://vulners.com/osv/0SV:BIT-APACHE-2021-39275

0OSV:BIT-APACHE-2021-26691 https://vulners.com/osv/0SV:BIT-APACHE-2021-26691

0OSV:BIT-APACHE-2020-11984 https://vulners.com/osv/0SV:BIT-APACHE-2020-11984

MSF: EXPLOIT-MULTI-HTTP—APACHE_NORMALIZE_PATH_RCE- 7.5 https://vulners.com/metasploit/MSF: EXPLOIT-MULTI-HTTP—-APACHE_NORMALIZE_PATH_RCE-
*EXPLOIT*

MSF : AUXILIARY-SCANNER-HTTP—APACHE_NORMALIZE_PATH- 7.5 https://vulners.com/metasploit/MSF: AUXILIARY-SCANNER-HTTP—-APACHE_NORMALIZE_PATH-
*EXPLOIT*

F9COCD4B-3B60—-5720—-AE7A-7CC31DB839C5 725 https://vulners.com/githubexploit/F9COCD4B-3B60—-5720—-AE7A—-7CC31DB839C5 *EXPLOIT*

EDB-ID:51193 7=5 https://vulners.com/exploitdb/EDB-ID:5119 *EXPLOIT*

EDB-ID:50512 Thir) https://vulners.com/exploitdb/EDB-I *EXPLOIT*

EDB-ID:50446 7=5 https://vulners.com/exploitdb/EDB-I *EXPLOIT*

EDB-ID:50406 75 https://vulners.com/exploitdb/EDB—-ID: 50406 *EXPLOIT*

E796A40A-8A8E-59D1-93FB—-78EF4D8B7FA6 7.5 https://vulners.com/githubexploit/E796A40A—-8A8E—-59D1-93FB-78EF4D8B7FA6 *EXPLOIT*

NNNNNNNN
uuuuuuuun

> search apache httpd

Matching Modules

1

Name Disclosure Date Rank Description

exploit/multi/http/@pache_normalize_path_rce 2021-05-10 excellent Apache 2.4.4
9/2.4.50 Traversal RCE

auxiliary/scannar/http/apache_normalize_path 2021-05-10 norma'l A;ciche 2.4.4

9/2.4.50 Traversal RCE scanner

2

auxiliary/"scanner/http/mod_negotiation_brute norma'l Apache HTTPD

mod_negotiation Filename Biruter

3

auxiliary/scanner/http/mad_negotiation_scanner normal Apache HTTPD

mod_negotiation Scanner

7

exploit/windows/http/apache_c¢hunked 2002-06-19 good Apache win32

Chunked Encoding

5

exploit/unix/webapp/wp_phpmailer_host_header 2017-05-03 average WordPress PH

PMailer Host Header Command Injection

6
uery

exploit/unix/webapp/jquery_file_upload 2018-10-09 excellent blueimp's 3jQ
(Arbitrary) File Upload



Vnu sqlmap ansa ganeHenwen npoBepkn Ha sql MHbEKUUIO:

ean-based blind - Stacked Q\Ieyl?" comment) *
blind - St (GEN 110 testing 'AND boolean-based blind - WHERE or HAVING clause (com
ment)*
'Microsoft SQL Server/Sy e boolean-based blind - Staf [ testing 'OR boolean-based blind - WHERE or HAVING clause (comm
ent)"
] testing 'Microsoft SQL S e boolean-based blind - Sta testing 'OR boolean-based blind - WHERE or HAVING clause (NOT

] testing ' cle bool ased blind - Stacked quer: 1 there is a possibility that the target (or WAF/IPS) is drop

1 testing 'Microsoft C based blind - S uer: 3 requests
1 [CRITICAL] connection timed out to the target URL. sqlmap is going to
] testmg - MaxDB booleal e L tacke yeri the request(s)
11 ySQ 5.5 AND error-b - WHERE, HAVING, [ 11 ] testing 'AND boolean-based blind - WHERE or HAVING clause (My
GROUP BY clause (BIGINT UNSIGNED)' comment) '
] testing P L >= 5.5 OR error-b: - WHERE or HAVING 1 [INFO] parameter 'User-Agent' appears to be 'AND boolean-based blind
(BIGINT UNSIGNED)' - WHERE or HAVING clause (MySQL comment)' injectable (with --string="Toggle Menu
] testing .5 AND error-ba - WHERE, HAVING, =)
ause (EXP) it looks like the back-end DBMS is 'MySQL'. Do you want to skip test payloads sp
N[: ] testing 5 OR error-based - WHERE or HAVING ecific for other DBMSes? [Y/n] Y
[ 110 ] testing 'Generic inline queries®
[ ] testing 'MysQL .6 AND error-based - WHERE, HAVING, ORI [ 11 ] testing ric UNION query (NULL) - 1 to 20 umns '
R0UP BY clause (GTID SUBSET)* [ 110 ] automatically extending ranges for UNION query injection tec
[ ] testing 'MysQL 6 OR error-based - WHERE or HAVING ique tests as there is at least one other (potential) technique found
SUBSET) [ 11 ] testing ‘Generic UNION query (random number) - 1 to 26 columns
Al ] testing 7.8 A

x

] ®aiin Mpaska Bup Monck Tepmukan Cnpaska
il ] testing ‘Microsoft S ver/s) A tim ed blind (hea DBMS PIPE.RECEIVE MESSAGE)'
)s ] testing 'Oracle time-based blind - ORDER BY, GROUP BY clause (
110 ] testing 'Microsoft SQL Server/Sybase OR time-based blind (heav
] testlng "HSQLDB >= 1.7.2 time- blind - ORDER BY, GROUP BY
11 ] testing 'Microsoft S AND time-based bl (hea eavy
y - comment)* ] testmg "HSQLDB > 2.0 ti based blind - ORDER BY, GROUP BY cl
1Sk ] testing 'Microsoft SQ rver/s me-based av sery) '
comment) * it is recommended to perform only basic UNION tests if there is not at least one
] testing 'Oracle Al -base other (potential) technique found. Do you want to reduce the number of requests
] testing 'Oracle OR time-b: d blind 2 [Y/n] Y
] testing e A n [ 110 ] testing 'Generic UNION q (NULL) - 1 to 18 co
] testing 'Oracle OR tim 11 ] testing 'Generic UNION query (random number) - 1 to 16 columns
] testing 'Oracle AND time-ba:
1 [INFO] parameter 'User-Agent' appears to be Dracle AND time-based bl ]
ind (heavy query)' injectable ]
it looks like the back-end DBMS is 'Oracle'. Do you want to skip test payloads s ]
pecific for other DBMSes? 1 [wA ] parameter ' rer' does not appear to be dynamic
1 1 testing N ¢ UNION query (NULL) - 1 to 26 columns' 1 [WARNING] heuristic (basic) test shows that parameter 'Referer' might
11 ] testing e UNION query (random number) - 1 to 20 columns | not be injectable
1
]
1
1

[ ] testing L UNION qu ULL) - 1 to 10 columns
[ ] testing 'MyS ry (random number) - 1 to 10 columns'
[WARNING] parameter 'User-Agent' does not seem to be injectable

[ ] testing for SQL injection on parameter 'Referer’
] testing neric UNION query (NULL) - 21 to 46 columns' [ ] testing 'AND boolean-based blind - WHERE or HAVING clause'
[ ] testing 'OR bool ased blind - WHERE or HAVING clause'
[ 1 testing 'OR boolean-based blind - WHERE or HAVING clause (NOT)

[
[
[ ] testing UNION query (random number) - 21 to 40 column
[

] testing ric UNION query (NULL) - 41 to 60 columns'




] testing 'IBM DB2 error-based - ORDER BY clause' testing 'HSQLDB >= 1.7.2 stacked queries (heavy query)'

] testing 'Microsoft SQL Server/Sybase error-based - Stacking (EXEC)' testing 'HSQLDB >= 2.0 stacked queries (heavy query - comment)’

] testing 'Generic inline queries' testing 'HSQLDB >= 2.0 stacked queries (heavy query)’

] testing 'MySQL inline queries' testing 'MySQL >= 5.0.12 AND time-based blind (query SLEEP)'

] testing 'PostgreSQL inline queries' testing 'MySQL >= 5.0.12 OR time-based blind (query SLEEP)'

] testing 'Microsoft SQL Server/Sybase inline queries' testing 'MySQL >= 5.0.12 AND time-based blind (SLEEP)"*

] testing 'Oracle inline queries' testing 'MySQL >= 5.0.12 OR time-based blind (SLEEP)'

1 testing 'SQLite inline queries' testing 'MySQL >= 5.0.12 AND time-based blind (SLEEP - comment)'

1 testing 'Firebird inline queries’ testing 'MySQL >= 5.0.12 OR time-based blind (SLEEP - comment)'

] testing 'MySQL >= 5.0.12 stacked queries (comment)' testing 'MySQL >= 5.0.12 AND time-based blind (query SLEEP - comment)'
] testing 'MySQL >= 5.0.12 stacked queries' testing 'MySQL >= 5.0.12 OR time-based blind (query SLEEP - comment)'
] testing 'MySQL >= 5.0.12 stacked queries (query SLEEP - comment)' testing 'MySQL .0.12 AND time-based blind (BENCHMARK)'

] testing 'MySQL >= 5.0.12 stacked queries (query SLEEP)' testing ‘MySQL .0.12 AND time-based blind (heavy query)’

] testing 'MySQL < 5.0.12 stacked queries (BENCHMARK - comment)' testing 'MySQL .0.12 OR time-based blind (BENCHMARK)'

] testing 'MySQL < 5.0.12 stacked queries (BENCHMARK)' testing 'MySQL .0.12 OR time-based blind (heavy query)'

] testing 'PostgreSQL > 8.1 stacked queries (comment)' testing 'MySQL .0.12 AND time-based blind (BENCHMARK - comment)'
110 testing 'PostgreSQL > 8.1 stacked queries' testing 'MySQL .0.12 AND time-based blind (heavy query - comment)'
[INFO] parameter 'User-Agent' appears to be 'PostgreSQL > 8.1 stacked queries' injectable testing 'MysQL .0.12 OR time-based blind (BENCHMARK - comment)'
it looks like the back-end DBMS is 'PostgreSQL'. Do you want to skip test payloads specific for other DBMSes? [Y/n testing 'MysSQL .0.12 OR time-based blind (heavy query - comment)®

Y testing 'MySQL >= 5.0.12 RLIKE time-based blind'
18 ] testing 'Generic UNION query (NULL) - 1 to 20 columns' testing 'MySQL >= 5.0.12 RLIKE time-based blind (comment)*
iRl ] automatically extending ranges for UNION query injection technique tests as there is at least on testing 'MySQL >= 5.0.12 RLIKE time-based blind (query SLEEP)'
other (potential) technique found testing 'MySQL >= 5.0.12 RLIKE time-based blind (query SLEEP - comment)'
[ ] testing 'Generic UNION query (random number) - 1 to 20 columns'
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[ ] testing 'Generic UNION query (random number) - 1 to 2@ columns® [ testing 'MySQL < 5.0.12 AND time-based blind (BENCHMARK - comment)'

[ ] target URL appears to be UNION injectable with 14 columns testing 'MySQL > 5.0.12 AND time-based blind (heavy query - comment)'

[ ] if UNION based SQL injection is not detected, please consider and/or try to force the back-end testing 'MySQL < 5.0.12 OR time-based blind (BENCHMARK - comment)*
testing 'MySQL > 5.0.12 OR time-based blind (heavy query - comment)'

testing 'MySQL >= 5.0.12 RLIKE time-based blind'

testing 'MySQL >= 5.0.12 RLIKE time-based blind (comment)'

testing 'MySQL >= 5.0.12 RLIKE time-based blind (query SLEEP)'

testing 'MySQL >= 5.0.12 RLIKE time-based blind (query SLEEP - comment)’

testing 'MySQL AND time-based blind (ELT)"'

testing 'MySQL OR time-based blind (ELT)'

[ ] testing 'Generic UNION query (13) - 61 to 80 columns' testing 'MySQL AND time-based blind (ELT - comment)'

[ ] testing 'Generic UNION query (13) - 81 to 100 columns' testing 'MySQL OR time-based blind (ELT - comment)'

[ ] checking if the injection point on User-Agent parameter 'User-Agent' is a false positive [INFO] parameter 'User-Agent' appears to be 'MySQL OR time-based blind (ELT - comment)' injectable

[ ] false positive or unexploitable injection point detected ike the back-end DBMS is 'MySQL'. Do you want to skip test payloads specific for other DBMSes? [Y/n] Y

[WARNING] parameter ‘User-Agent’ does not seem to be injectable [ testing 'Generic UNION query (NULL) - 1 to 20 columns'

[ IG] parameter 'Referer' does not appear to be dynamic [ testing 'Generic UNION query (random number) - 1 to 20 columns’

[WARNING] heuristic (basic) test shows that parameter 'Referer' might not be injectable testing ‘Generic UNION query (NULL) - 21 to 40 columns'

[ testing for SQL injection on parameter 'Referer’ testing 'Generic UNION query (random number) - 21 to 40 columns'

[

[

[

[

[

[

DBMS (e.g. '--dbms=mysql"')

]
1
|
g
110 ] testing 'Generic UNION query (NULL) - 21 to 40 columns'

injection not exploitable with NULL values. Do you want to try with a random integer value for option '--union-char
‘2 [y/mly

[ 1
- -dbms=mysql*)
] testing 'Generic UNION query (13) - 41 to 60 columns'

[
[
[
[
[
I6] if UNION based SQL injection is not detected, please consider forcing the back-end DBMS (e.g. [
[
[
[
[

[

[

testing 'AND boolean-based blind - WHERE or HAVING clause' [ testing 'Generic UNION query (NULL) - 41 to 60 columns'

testing 'OR boolean-based blind - WHERE or HAVING clause' [ testing 'Generic UNION query (random number) - 41 to 60 columns'
INFO] parameter 'Referer' appears to be 'OR boolean-based blind - WHERE or HAVING clause' injectable [ testing 'Generic UNION query (NULL) - 61 to 80 columns'

testing 'Generic inline queries' [ testing 'Generic UNION query (random number) - 61 to 80 columns'
testing 'Generic UNION query (13) - 1 to 26 columns' [ testing 'Generic UNION query (NULL) - 81 to 100 columns'

testing 'Generic UNION query (13) - 21 to 46 columns' [ testing 'Generic UNION query (
~TNAHUIN MNANeNWURARTEG Annee 10N azkiKnR

[
[
[
[
[
[
[
[
[
[
[
[
[
[
[

random number) - 81 to 100 columns'




Ho 2 ewle npoBepsan 0co6o MHTepecCHbIe caiTbl C MOMOLLBIO Zap:

= Uctopus S Nouck ¥ Mpepeisanus ¥ onosewernn @ ) AkTusHoe CkaHupoBaHMe 7" Noabop n obHapyxeHue pecypcos [ | MapameTpsl 4 ®assep (@ AsToMaTw3aums # Nayk | BoiBog

SQL-uHBeKUUa

URL-agpec:
Puck: Hig

DocTosepHocTs: Medium
MNapameTp: shk-id

ATaka: 1295-2
[ NoTerumansHo oTkPKIThIe 0bnavHsIe MeTaaaHHbIe NoxasaTenscTaa:
{8 3aronosok Content S¥urity Policy (CSP) He 3aaaH (] WEID: '89
2 :
OTcyTcTByeT 3aronosd (Header) ans 3awuTsi oT |
R oreyreTay ( dpms ey WASC ID: 19

[ OTcyTeTByOT TokeHs MNoTUB CSRF aTak (657) :
{Y YassumocTe JS BubnuoTery (Library) (2) r\c::v::' . w
|- Cookie be3 aTpubyta Samekite (3) gnncaenu:'. o0 Queey

|- BkntoueHne cxogHoro haitna Mex 4oMeHHor o Javas Sha )

[~ 3aronosok Strict-Transport-Security He ycTaHoBneH SQL injection may be possible.

|- 3aronosok X-Content-Type-Options oTcyTcTayeT (4
[l PackpeiTUe 0TMeTKM BpemeHn - Unix

|- CepBep yTeuka uHopMaLum o Bepcum Hepes none 3 :
A GET gna POST VicxoAHble pesynibTaThl CTPaHNLb DUt ycriewHo BocnponsBeAeHs! ¢ UCTosb30BaHNeM Bbip@xeHns [1295-2] B ka4ecTBe 3Ha4eHUA napameTpa,
[ Session Management Response Identified (4) " fUamensemoe sHaueHne napameTpa buio yAaneHo w3 seisofa HTML 4018 Uenei cpasHeHns.

[ ATpubyT 3nemerTa HTML, ynpaenseMblil Nons308aT
%] MepecMoTpUTE AMPEK TUBLI yNpaBneHns kawem (12€ PeweHue:

[ Monb3osaTensckmit AreHT Fuzzer (3061) Do not trust client side input, even if there is client side validation in place.

[ PackpuiTHe MHGOpMaLMY - Noa03pUTENbHLIE KOMMe!  In general, type check all data on the server side.

[ CospemenHoe seb-npunoxenme (118) If the application uses |DBC, use PreparedStatement or CallableStatement, with parameters passed by '?'
Ccebinka:

https://cheatsheetseries.owasp.org/cheatsheets/SQL_Injection_Prevention_Cheat_Sheet.html



™ Vetopus S Momck XK Mpepuisarua F OnoBeujeHus f ) AKTUBHOE CKaHMpOBaHNe 7" Nopbop u obHapyxenve pecypcos [ |MapameTps 4 ®assep ‘@ AsTomaTwsaums %nayx | BuBog 4

00/ ¢

L OnoseweHws (21)

¥ noTenumansHo oTK
3aronosok Content

[ oTcyTcTayeT 3aronos

U OTcyTeTsyoT Tokensl MyoTHE CSRF aTak (657)

[ yasaumocTs JS BubnuoTem (Library) (2)

[ cookie bes aTpubyTa Samdgite (3)

|4 Brnioverue cxofHOro thaiily MeX A0MeHHOr o Javas

|U 3aronosok Strict-Transport-SeMurity He ycTaHoBneH

RJ 3aronosok X-Content-Type-Options oTcyTcTayeT (4

FU PacKpuTHE OTMETKM BpEMEHM - Unix

|4 Cepsep yTeuka UHtopMaLwM1 0 BepCM Hepes none :

[R GET ans POST

[ session Management Response Identified (4)

[ ATpubyT 3nemenTa HTML, ynpaBnsemsiii nonb308aT

[ nepecmoTpuUTe AMpeKTUBEI ynpaBneHus kawem (126

[ Nons3osaTensckuil Arent Fuzzer (3061)

[ PackpeiTYe MHBOPMALMY - NOR03PUTENEHBIE KOMME]

[ Cospementoe Beb-npunoxenme (118)

urity Policy (CSP) He 3anaH (|
(Header) ans sawuTsi oT |

 focToBepHocTs: Medium

bl
CWE ID: 89

WASC ID: 19

VICTO4HUK: AxTuBHaR (40024 - SQL-uHBbekuws - SQLite)
Input Vector: Form Query

: [oNoNHATENBHO:

SQL-MHBeKUYMA =
URL-appec:

Puck: Hig \

shicid

case randomblob(100000000) when not null then 1 else 1 end
Bpemsa 3anpoca MOXHO KOHTPOAMPOBATS € NOMOLLLK 3HayeHus napameTpa [case randomblob(100000000) when not null then 1 else 1 end ], u3-3a koToporo 3anpoc 3aHuMan [S80] MuanucekyHas J3HaveHme
, 3-33 4ero 3anpoc 3aHNMan MATUTNCEKYHAbI, KOT 42 MCX0AHbIM HeW3MEHeHHbIM 3anpoc CO 3Ha4eHneM [1269] 3aHsn [790] munauce

Onucanme:
SQL injection may be possible.
e e s TS S S

Bpemsa 3anpoca MOXHO KOHTPO/IMPOBaTS € NOMOLLLIO 3Ha4eHUs napameTpa [case randomblob(100000000) wherMgot null then 1 else 1 end ], u3-3a koTopore 3anpoc 3aHuman [S80] MunnMcekyHAs, 3Ha4eHUe NapameTpa [case
randomblob(1000000000) when not null then 1 else 1 end ], u3-3a 4ero 3anpoc 3aKuman [620] MuANMCeKYHAB!, KO Aa NCXOAHBIN HEMIMEHEHHSIN 3aNpoc co 3HaYeHnem [1269] 3aHan [790] MunnmcekyHAab!,

PelueHne:

Do not trust client side input, even if there is client side validation in place.

In general, type check all data on the server side.

If the application uses JDBC, use PreparedStatement or CallableStatement, with parameters passed by '?'
Ceblnka:

https://cheatsheetseries owasp org/cheatsheets/SQL_Injection_Prevention_Cheat_Sheet.html
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BoT npumep kak BbIrMsSAaT AOCTYN MOCcre NOHOro LMKia CKaHUMpPoBaHWUA U paboTbl C HaMOEHbIMU YS3BUMOCTAMW - aAMUHKA
caiTa reHepaTopa npokcu. OH ncnonb3osan api royal Ans reHepaummn pe3efaeHTHbIX MPOCKU, KOTOPblE MOXHO ObINo

reHepupoBartb No reo, NpoToKoIy n TaIZMVIHFy pa6OTbII

~/2cnd/cve-2021-42013
021-42013 http:// D:80 "whoami”
[+] Explolt finished successfully, check output

21NACTUNC 1ITML NNt ve ® fIvyrredlinT™n nTa A alflrmto
e e = e - e - .

Time Unit
Minutes

[Generating proxies...
é yZountry-kz_sessic %-5m
#2_countryz_session=iu “i50.5m
rountrykz_sessiors ifetime-5m
countrykz_sessica- S ime-5m
countrykz_session=gaiimd

lgeoip -5m
lgeo.iproyal.com:32325: #0ed_lifetime-5m
lgeo.iproyal.com:3%

lgeo.iproyal.com:32325:
Copy All Proxies




- Coptupoatb 6a3y Ha CVE(Bbibopka ¢ nmap)

CVE (Common Vulnerabilities and Exposures) — 6a3a gaHHbIX 06Len3BECTHbIX YS3BMMOCTEN NPOrpaMMHOro
obecneveHuns, Kaxxgas 3anncb KOTOPON MMEET YHUKaNbHbIN naeHTUdUKaTop.

Kak Tonbko mbl nony4mnu 6asy c url cantos, y Hac BCe roToBO AN JarnbHeNnwen nepegady B nmap co CKkpuntom vulners
ANS aHanu3a OTKPbITbIX MOPTOB M 3anyLLeHHbIX CYX0 1 X BEPCUIA Ha M3BECTHbIE YA3BMMOCTU, C NOCneayoLen Bblaaven
oT4eToB. PekomeHayo oTobpaTh BanuaHble CanTbl 3apaHee C MOMOLLbIO CKpUnTa O KOTOPOM roBOpun Bbiwwer. [1eno B Tom,
4710 Mbl Napcum html oteeT oT duckduckgo, KoTopbIn cogepuT url canToB, ecnn canT He AOCTYNEH UK Ha HEM CTOUT
haepBOr, aHanM3 ¢ nmap MOXeT NPOXoauTb AorbLue YeM 0BbI4HO, MO 3TOMY PEKOMEHAYETCS OTCEUTb MYCOpPHbIE CanThbl
3apaHee 4To Obl HE NMap He TpaTUN Ha HUX BPEMS.

[nsa Hayana paboTbl B 4aHHOM HanpasneHnn, Ham CTOUT NOAPOOHO 03HAKOMUTBLCA C OKYMeHTaume nmap, 6naro ato
MOXHO cenartb Ha odouumanbHOM canTe - nmap.org. Tak e HaM HYXXHO cKadaTb cam nmap v vulners(ckpunTt ans aHanumsa
BbIBOA4A hmap Ha Ha Hanu4ne ya3BMMOCTEN KOHKPETHOM cnyx6bbl). CkayaTb vulners n MHCTPYKUMIO MO €ro yCTaHOBKE MOXHO
HanTK Ha 3TOM canTe - https://github.com/vulnersCom/nmap-vulners.

Mocne aToro txt pann-oTBET OT NMap Mbl COPTUPYEM Ha TOSNbKO CalTbl r4e eCTb CVe YA3BUMOCTU C MOMOLLbIO HaLLEeNn
nporpamMmeil.



- Y6patb Bce aybnukatbl ¢ 6a3bl
TyT Ha3BaHWe roBopuT camo 3a cebsi, NPOCTO YNCTMM Basbl OT AyONUPYHOLLMXCA 3anncen.

- Co3gatb 6asy(parse) u3 rotoBon 6asbl
TyT Mbl NPOCTO NepeaaemM Ha BXoA roToByto 6a3y NOMCKOBbLIX 3aNpOCOB, M NAPCMM NO HEN TEMaTUYECKME CaNTbI.

- CopTtupoBatb 6asy no kntoyeBbIM(koHKpPeTHbIM) CVE || Cnyx6bl/Bepcumn
Ecnun Ham HyxHa KOHKpeTHas criyxba 1 ee Bepcusi, TO Mbl MOXXEM OTCOPTUPOBAaTbL OTBET OT NMap 1 Nofy4uTb baun ToNbKo C canTamu ¢
WHTEPECYIOLLMMN YSI3BUMOCTSMU.

- Mepeeog URL -> IP/IP+PORT

Mepenaem Ha Bxog dhaun ¢ url agpecamun cCanToB, U Ha BbIXo4e norny4vyaem ux ip(ecnv He ctont oaepBOor U CanT OTBEYAET Ha 3arnpochl),
TakK XXe MOXeM cpasy yKasaTb K ip U NOPT. ATO HYXXHO 41151 UCNONb30BaHUSA B AanbHENLWEM As1 HEKOTOPbIX IKCMITONTOB UMK s
OpyTdopca ssh.

- ObbeneHuTb thannbl B 0oguH
obwmin
MpocTo 06beANHAET HECKONBKO hannoB B OAMH, YTO Obl HE AepXaTb HECKOSbKO 64 0AHOM TeMaTUKM pasHbiMK dharnnamu.



- MpoBepuTb Kakom OBMKOK Y CalTOB

OTnpaBnseT 3anpockl Ha BCce canTbl U3 64, 1 CMOTPUT Ha OTBETbI MPUCYLLUME CanTaM CTOSALLMX Ha NONYNSPHbIX ABWXKA, TakMX Kak
wordpress, magento, opencart n T4. [lanee nony4nsluminca davn moxHo nepegatb B WPScan/, n ata ytunuta cama npoBepuT pecypc Ha
BCE N3BECTHbIE YA3BMMOCTM MpUCYLLME carlTaM Ha BopAanpecce(B YaCTHOCTU NiarnHbl).

- Exploit pack

Exploit pack — Habop 3KcnnNonToB (MporpaMmHble CpeacTBa ANA UCNONb30BaHUSA YA3BUMOCTEN), KOTOpbIE MOTyT BbITb MCNOMNb30BaHbI ANs
TECTUPOBAHMWSI CUCTEM UIN MPUNIOXKEHWUN.

Ha aton dyHKUMKM ocTaHOBMMCSA Mo noapobHee. PeanvsoBaHa npoBepka Ha Takue ya3BumocTy kak: Apache, Cosmo Sting, Log4d,
Magento, OpenCart, WP Plugin. Ha Bxog nporpammbl NO4aeTcs CrMCOK CauTOB, U KaXKAbIN CANT B HECKOMNbKO NMOTOKOB NPOBEPSETCH Ha
BblLLE NepeYvmCreHHble YA3BUMOCTU, €CNU Takne HaxoaaTcs TO, AaHHbIe 3anuCbIBalOTCA B OTAENbHLIN haun. Janee a1oT bavn
oTpabaTtbiBaeTcs Yepe3 MeTacnnont Hanpumep. Bel MoxxeTe 4o6aBUTb CBOM 3KCMITOUT B BUAE OTAENbHOrO A)XaBa Kracca, U BblAennTb
NnoZA Hero NOTOK Nepeaasas Mo CTpoYHo url agpeca 13 ceoen 6asbl, NMbo e yopaTb Kakor MO0 HE HYXKHbBIV BaM YXXe pearin3oBaHHbIN
SKCMNJSIOUT.



- Jlerkun Bruteforce SSH

Bruteforce — meTog nogbopa napornen K yaanéHHoMmy cepBepy NyTéM nepebopa BO3MOXHbLIX KOMOUHALMIA NTOTMHOB 1 Naponen o
HaxoXOeHNst BEpHOro coveTaHus.

Ha Bxog nogatoTcs Kak pas Taku ip agpeca canTtoB, KOTOPbIe Mbl MOMYYUAY UCMONb3YIO MPOLUMYI0 PYHKLMIO, TGO Xe nepenaroTca
npocto url agpeca. NMporpamma cama nNpoBepuUT OOCTYMHbIE CalTbl, OTKPLIT N ssh Ha 21 nopTy, 1 3anycTuT nepebop No cambiM
pacnpocTpaHeHHbIM NorMHam 1 naponam. TyT Xo4y ckasaTb, YTO nepebop naeT UCMonb3yst MaccuBbl C 3TUMU NOfMHaMM U NaponsMu, a
He oTaenbHble Balmv dannbl. bonee Toro nsHadaneHo nepebop ocyLecTBASANCA UCMONb3ys NokarnbHble dawnnbl ¢ nor/nacc KOTopbIn
Haxoamncs NpsiMO B KOPHEBOM Narke npoekTa, HO OC MNHYKC YNOPHO X He B1Aenu(B T 1 cTakoBepdo CMOTPEn yxXe, HUYero He
NMOMOTM0 NMMAUKCTUTL KPOME AaHHOMO KOCThISA))), N0 3TOMY Tam CTOUT KOCTbISb U3 2 MacCUBOB, MOXHO Nnb0 xe 400aBNsATb HY>KHbIe
OOMNOHMTENBHbIE BaM NApOrv U NTIOTUHbLI B HUX, NGO e ecnu y Bac BMH/Mak peanv3oBaTb 3anofiHeHMe MacCuBOB MO BawmMm dannam. B
Oyoywem peanuayto BeIGop: nepebop No WTaTHbIM MaccmMBam, NMBOo e nepebop No AaHHbIM OT NOSb3oBaTeNs.

PeanunsoBaH nepebop nynom NoToKOB - TO eCTb, Bbl NepegaeTe url agpeca, roBopuTe CKOMbKO MOTOKOB BblAENWUTbL U CKOMbO aapecos B 1
noTok nepegatb. [leno B TOM, YTO HA HEKOTOPLIX pecypcax CTOUT OrpaHNYeHne no BpeMeHu, Mexay BBOAUMbBIMW NTIOTMHOM U naponem, v
41O Bbl 9TO 06OMTH, Mbl MOXEM HE Pa3oBO NO KaXAoMy pecypcy NPOXOAUTCSA HALIMMK CMCKaMu fnor/nacce, a B Kaxaom noToke AonycTum
©patb no 40 agpecos 1 K Kaxkgomy nor/naccy nepegasatb url. 3 3a BpemeHun Ha nepebop, noka Mbl 3aHOBO Ha HOBOW CBA3Ke for/nacca
poanaem o nepsoro url n3 6asbl, TaM yxe Nponaet TanMayT Ha HOBYIO NOMbITKY Bxoda. Hy unm npocTo nog konuyecTso url Belgenutb
KONM4eCTBO MOTOKOB U pa3oBo nepebpartb Bcto 6a3y(1500 komOMHaum nepedbmpyTbca B CpeaHem YyTb Gonblue Yem 3a Yac).



- lerkas DDOS ataka (L4/L7)

DDoS (Distributed Denial of Service) — ato BMA aTaku, HanpaBneHHOW Ha TO, YTOObI caenaTb CaunT, CEePBUC UMM CUCTEMY HEOOCTYMHBIMU
AN nonb3oBartenen nyTem neperpysky nx 3anpocos.

L4 DDoS artaku: HanpageneHbl Ha ceTeBon ypoBeHb (ypoBeHb 4 moaenn OSI), Takme kak SYN-dnya, UDP-conya n gpyrmue ataku,
ncnonbaytowme npotokonsl TCP/UDP.

L7 DDoS artaku: HaueneHbl Ha NpuknagHon ypoBeHb (YpoBeHb 7 mogenu OSI) u uMnTupyloT encTBus pearbHbIX NoNb3oBaTenen ans
neperpyskun cepBepHbIX pecypcoB, Hanpumep, HTTP- dnya.

PenunzoBaHbl L4/L7 meToabl Ans npoBeaeHust ctpecc TectoB Beb pecypcos(camble npocthie): DNS, FTP, GET, POST, URL.
CpenHeHbkue canTbl HA HE CaMOM MOLLHOM >kenese(st TeCTUI Ha CTapeHbKOM Make) NoXunucb B TedeHnn 10 MyuHyT. ATaka nget B
HEeCKOIMbKO MOTOKOB OAHOBPEMEHHO - Bbl MOXETE CaMM yKasaTb UX KONMYMBCTBO B 3aBMCUMOCTY OT KOH(Mrypauum BaLlero k.
YcpeaHeHHoe 3Ha4YeHne HanMcaHo K Kaxaomy MeToy B KOMMEHTapUsIX B UCXO4HMKaX. Tak XXe pekomeHayeTcs noctaBuTb NnMbo npokcu,
nnb nepeknHyTb BeCb Tpadumk yepes Top, YTo Obl BalL pearbHbIi ip agpec He nonan B 6rnek nncThbl.

- Y3Harthb IP canTta B 06xong WAF
MpocTton nepesog nepesog url canTta nnm canna c url u nx NoAAOMEHOB B ip. A MMeHHO 0a30BbIV NePEBOL, B ip, NMpoBepka dns, Yek no
canty viewdns.info, yek NS 3anucei. Tak ke ecrniv Ha cante CToMT dhaepBosl, MporpamMmmMa Hac yBe4OMUT 00 3TOM.



- Ilerkast npoBepka 6a3bl Ha SQL-Injection, XSS, XXE, SSTI, CSRF, Full Web Scanner SQL-nHbekums (SQL Injection) — Tnn
aTaku, Npu KOTOPOM 310yMbILLITEHHUK BBOAUT BPEOAOHOCHbIN SQL-kog B 3anpockl kK 6a3e AaHHbIX AN BbINOMTHEHUS
HexxenaTenbHbIX AeNCTBUIN, TaKUX KaK rnonyyvyeHne KoHguaeHumnansHom nHopMaunum nnmn nsMeHeHne aHHbIX.

XSS (Cross-Site Scripting) — ataka, koraa 3noyMblILLIEHHUK BHEAPSET BPEOOHOCHbIN CKPUNT B BEG- CTpaHULy, KOTOPbIN
BbINONHAETCS B Bpay3epe nonb3oBaTensd, YTO MOXET NPUBECTU K Kpaxe cookies, nepeHanpaBneHno Ha PULLNHIOBbIE
CalTbl U OpPYrMM yrposam.

XXE (XML External Entity) — yasBumocTb, cBA3aHHasA ¢ HenpaBunbHbIM ncnonb3oBaHnem XML- napcepoB, no3sonstoLas
31I0YMbILLIIEHHUKY NONYYUTb AOCTYN K (harinam Ha cepBepe Unn oCcyLLecTBUTbL Apyrne BUabl aTak.

SSTI (Server-Side Template Injection) — BHeapeHue koga B LWabNoHbI CEPBEPHbLIX NPUITOXEHWNI, YTO NO3BONSET
3M10YMbILLNTEHHWKAM BbIMOSTHATL MPOM3BOSbHLIN KOL, HA CTOPOHE cepBepa.

CSREF (Cross-Site Request Forgery) — ataka, npu KOTOPOR 3f10yMbILLUNIEHHMK 3aCTaBnsIET NOMb30BaTENS OTNPaBUTb 3anpoc
OT ero nmeHn 6e3 Begoma NOoCrnegHEero, YTo0 MOXET MPUBOAUTDL K BbIMOMHEHNIO HEXEeNnaTenbHbIX AENCTBUMI HA canTe.

PacnucbiBaTh 3a Kaayto 13 3TUX YSI3BUMOCTEN AyMato CMbICNa HET, CKaXy NuLLb YTO peanu3oBaHa 06a3oBas npoBepka, 310
ynpoLiaeT obLmMin Yek BCEX CalTOB, HO NPUY AarnbHENLEN 3KCNoTauum Hy>KHO OyaoeT BOCNonb30BaTbCA MHCTPYMEHTOM MO
MOLLHEE, TakMM Kak zap/sqlmap/okyHb. [JaHHbIN yHKLMOHAN peann3BaH ans otbopa cambix cnabbix pecypcoB. Ho ctout
OTMETUTb YTO Ta e Sql MHbEKLMSA NPOBEPSET Yepe3 NOCT reT 3anpochkl, 03ep areHT, KyKU. VIMEeT HECKONMbKO CTaHOAaPTHbIX
nannaygoB Ans MHbeKuun. M npoBepka Ha Kaxkayto yA3BUMOTb NPOBEPSETCS B OTAENbHOM MOTOKE ANs Kaxaoro url, 3to
yckopsieT nepebop Bcen 6asbl.



- MpoBepka 6a3bl CaNToOB Ha CKPbITblE AUPEKTOPUMN

[MpoBepsaT BCe canTbl U3 6asbl HA CKPbITbIE ANPEKTOPUN, KOTOPbIE HE AOMKHbI BbITb BUAHBI NONb30BaTento(KoTopble
packpbiBaloT MHGOPMaLMIO O cepBepe U T4, KOTOPYHO NoMb30BaTento He XenaTenbHo BuaeTb 1 14). enaetca ons
nepBu4YHOM BeDO pasBenku, ata MHpopMaunsa MOXeT 3Ha4YUTENbHO MOMOYb NpU AarnbHenwem Bolbope BEKTOpa aTaku.

- lerkasi npoBepka OTKPbITbIX NOPTOB

MpoBepka MMEHHO Ha pacnpPOCTPaHEHHbIE MOPT, U CNyXObl KOTOPbLIE Yallle BCEro Ha HUX PacronoXeHbl, BaKHO YTO HET
yeka OTBETOB C 3TUX MOPTOB U He BbIBOAUTLCS MHGOpMaLMs 0 ux Bepcusix! [laHHbIN MeToq NoAXoauT YTo Gbl OTCEUTb
TObKO CalThbl C OnpeaeneHHbIM OTKPbITbIM NOPTOM(KakuM HMbyaAb He cTaHAAapPTHLIM, B NpUMep rae mysql criywaet nopr),
Ansi fanbHenwero aHanusa B 6onee MOLLHOW NporpaMMe, HanpuMmep B nmap.



- MapcuHr cantoB Ha NOYTbI
®PyHKUMSA, KOTOpas cobMpaeT BCHO KOHTaKTHYH nHdopmaums ¢ 6asel url cantor. OTNNMYHO NOAOWAET AN AanbHenwen QULLNHIOBON
KOMMaHuK, cnama.

- Mpumepsbl nucem ¢ otyetom o WEB attack

TyT peanu3oBaHbl rOTOBbIE MPUMEPbLI MUCEM, AN OTNPaBKN OTYETOB C HAMAEHHBIMU YA3BUMOCTAMM. A UMEHHO YTO 3TO 3a YA3BMMOCTb,
Kakune nocrnencTemst MOryT ObITb MPU €€ 3KCNoTaumm, U NpeanoXeHne ee NpoOAEMOHCTPMpoBaTh. Takme Buabl kak: SQL-Injection, XSS,
XXE, SSTI, CSRF, Apache, Cosmo Sting, Log4J, Magento, OpenCart, WP Plugin. Npumepbl nucem 4ntaroTcs He ¢ hannos, a ¢
nepeMeHHbIX, U oOaBNAITCA Takne AaHHble Kak, CallT, KOMNaHUSa U MMs Tak. [leno B TOM, 4TO JIMHYKC He BUAEN TEKCTOBble dpalisbl U3
NpoeKTa, N NPULLSIOCh NOCTaBUTb Takol KOCTbiNb( Ecnn y Bac BUHOOBC/Mak Bbl MOXETE peann3oBaTb YTeHMe M3 TXT ainoB(oHu
Haxo4saTCsl B KOPHEBOM pasgene npoekta). OTnmMyHO nogonget ans 6enon MOHeTU3aUmM1M AaHHOW NporpaMmbl, TK Mbl Npeanaraem
YCTPaHWUTb YA3BUMOCTb 1 HE SKCMNOTUPYEM ee, a OYThbl A4S PACChINK1 C NMPEeANOXeHMEeM NPOAEMOHCTPUPOBATb YA3BUMOCTb MOXHO
cobpaTb C MOMOLLbIO CKpMNTa O KOTOPOM rOBOPMIT Bbile U1 ykasaTb cbop url+novta.

- Mprmepsb! PULLIMHIOBBIX MMCEM C BNOXEHUEM

Pacnuwy npocTo rotoBble NMCbMa No TeMaTtuke: NpeasiokeHue rno nepeHocy canTta Ha Hawl XOCTUHI, NpeasiokeHne O COTpyaHUYecTBe,
NPUHATUE HOBOM NOSIMTUKN KOH(UOEHUMANBHOCTU, CPOYHOE NPeasioxXeHne 0 COTpyaHU4ecTBe, NoaKMYeHne HoBoro SSL ceptudumkara,
noaTeepXaeHne npasa BnageHns JOMEHHbIM UMeHeM. B KoHLe kaxgoro nucbma noasoanTbes NpeanoXeHue NpocMOTPEThb BNOXEHNE
UIn NepPEnTn Ha caunT.

- CoctaBuTb kpacmsoe HTML nucbmo
Ha Bxog nepenaercs TEKCT (HO OTCTYMbl M NEPEHOC CTPOKU AOMKHbI BbITh B hopmaTe <br>), n Ha Bbixoge nonyynm kpacusbin html
daunn. KoTopbin MOXHO NpUKpenuTb K NncbMy, Ans 6onee kpacueoro omumanbHOro CTuns.



